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(54) DEVICE AND METHOD I 




'OR AUTHENTICATION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To enable a safe 
transaction by decoding a user request into living body 
measurement data at a remote place by using an open key 
and confirming biological measurement data in order to 
authenticate a user request. 

SOLUTION: The user inputs living body measurement 
data (fingerprint, etc.), through a biometric input sensor 
62. An encryption processor assembly(EPA) 58 
enciphers a combination of biometric data and 
transaction data by using a key Kl and adds the ID of the 
EPA 58 to a request message. The message is sent to a 
credit server 70. The server 70 uses EPAID to retrieve 
the key K2 of the user associated with a data base 72 and 
deciphers the message with the key K2. A confirming 
function 80 retrieves user data from a biometric data base 
74 by using the biometric part of the message, makes an 
authentication decision, and enciphers the replay with the 
key K2. The server 70 sends the reply to the user. 
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m) wit5#£© F7y^fa-tiaott^ 

ffiW^ti, yv-imm-fZo yv-tt&Fpi 2 8i;fi 

ot7*n y^l3 0^t^t< o 7*ny7 13 OT^^tb 

^ (#iJx.«, TTJ'y^h^^-, fFBl^©i£t}tjgLfc7=' 
• 7^*K) tfp v oT^2 47 t ctt^WiJ^x-^ 
74©it UT'c 1 2 6tCtt<3^T, * 
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-i4, &t>\z.9$# l 3 2l;ifiot/n i 3 A\zm 

<„ ^©/ny^ 13 4tli, a^f|Jh7yf^-> g 

f££-LfcEPA£ffl^5„ oiTt', 7n-i4^f=pi 3 6 
(' ft'Jo X -/a y^l3 8|:g<„ r. B'/n -y y 1 3 8 [4 
A/y^Wi^r- f b h v 3 V • 7=-^ t ©a 

[0 0 2 8] 115 £#HL&/JSf>£ P>iCfft^i--5„ 7p 
-fi^ftH 4 OCffiot/ni;^ 1 4 2(^M<„ 
nyy- 14 2(4, EPA5 80WrARO|, RO 

M6 oic^^ixfc i y r • b-es*7< y 

4(Ci£o-C:/n y ^ 1 4 6(CS<„ Z.<D7°Uy>; 14 6 

[0 0 2 9] 7 n-tt-of {C^jR] 1 4 8 «ot7'n y 
?15 0tt<. M/b yy" 1 5 ottatEW^fifflf- 
-/<7 O&gt-f t©T\ EPAIDlrfi^U ^ttSrx 
7 2fcmftlt£.fLfc^--f , (0|gK 2 C0^ 

PP1 5 2iC»oTi^3\ 7*n;/^15 4t > rffl»K 2 
(4|S(C|B*^^fcy f n y? 13 8CftoTK^ yir- 

^±ot« t Bf-JHt; £ ^ 5 ^ y ir- ££?isH- 

1 5 8 KM. < o :ffl7B- 7 ^l5 8ll iitt£«il 8 0 

■7u- (i^ffl 1 6 0ir-fo v o-t7"n y yM 6 2CI< 0 £ 
(D-/X2 y y 1 6 2 {4, ^fe^PJJir^^ - ^ 7 4^© 
a- -if • f-^S:t$t5fcftttt LTt< y-tr-v>« 

7B-tt^l6 4Ki&cty'ciy^l6 6l;i<„ r 
©7"n y y" 1 6 6 Til, fllgg^ 8 0 (4^ffl 8 2 (C&o 

Klt^^itVX, &l?8 QK^£UZ> XoK%<D^ 

s<4*Kmvmi-^t^ifexh6b^?&t)mBtsti 

4 5o of dy-n-li^l 6 8l:ffiot7'n yy" 1 7 
0tl<„ r©y"uyytt, OOll^tt 
<DX\ *©t£, «Sg$tiTl^SjR©*S*<t L-TO^ 
£-*y 6 6^ILTEPA5 8 £ffll^-5:n>" K 

U7"y y"l 6 QX^i^ixX^^Wi^) -tzz. 

m-fZzt-A^mxhZoc 

[0 0 3 0] *3SW<oSf©»#d»fciSWK-t-5 rt4<* 
3PJ3©£f S L v ^WMMM \c ©#sf&* (4»k S-in 



B#}kLxtm£t%fch<DX\ mfemteMrnxmrnzft 
z^x-tetc^z. timmznx^z* z.<D%>w<nmm 
\mmmM<D^MK 4 o r ©^phs £ ^ ?>„ 

[0 0 3 1 ] StftiLT, «Boffiri(l:lLtHT 

(1) • v^^A • *y h7-?X'x.~tf 

©m* ^mii-i- $ ©^r&r-fe o t , m-^ma 4 xwk 

ssjEt*- 9 %^yy°b, mmmxm^Mmm 
bmA&mmbzmm-rzx^-y^b, mmm 

K 4 o xiftiHk $ tifcfJtEfe^SiJ^^- 9 ^r^ti'ftfJ 
IBa— ifS^Sr^gf-e^fig-t-S^xs/^t, fWIHiiPSiffi 
Ciltj|B^."1f^*:^e^-tS^X2/7 , "t, fJIBiiPSiftT? 

^ 5 * r- y y t , SfffBiB* S Hfc ^«jSHSt*- 

* ^ huis^ m^mm £f - ^ ^isig-r 5 * x y -7° t , 

(2) Sfird±^¥WSJ^T : '--^^ll^-tSxxyy'|4, 

^tfrt^#^t1-5±IE (1) tfE«©7jSi„ 

(3) fifJtB^--ifg5ft©e^-(4, fltria^efftSfrEaRSSfe 

5±E (2) C|B«©*i£ 0 

(4) mm^Mims&mj bt-itz 1 DS^-^oBufd 
5ri&ir#ci-t-6i:ie (3) ^^©77-^0 

(5) MIHI D#^i4Hflff2&giitli*J-L-C"-i(W^*t^ 
#i-t$HT*3f9, Hilla>jffi(4$ bid, flfilBI D#-^*5J; 

b-CIBIt-r 5 ^ -7 y ^«r#-r 5 ^ b *£W®i b 1- 5 ±IB 
(4) \m®<DMM» 

(6) ffia5iWij^7 :f -^ttm2©7 f -^-<-x(c:iaii 

£tvX^Z>~b*W®b-fZ>±m (5) fcEfSro^ife. 

(7) MIH^-1f^J;o;Mrd^»^x-y 7 (c:*tjSf i f(t 

^Mm&f-^tmmf-^ ■ y 4~>^ vbzmb lx 
m<im2<Dr ! -9-<-^icmm-r?>^'yy°bs ££b 

lcW1-5rtSr«r»ti-a±iB (6) {c:BB»<o*iSfe„ 

(8) mmm^m^mmi-^y-v-yyit, mmmmxn 
iotizz bttwmb-tz>±.m (7) temmoum. 

^9f-e?Tt>^SwtSr«f«t-t-S±IE (8) tdfSftcoTT- 

(10) HtlEiffe^t^C-CiltlfB^^fea-f Z>*7-y7 
SrSt>^-t-5rtSr«rat-ra±IB (9) 
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(11) ^>tv--^ . ->^ri - % y YV-i'X^-' 

^ow^-kmmi-zmmx'h-D x , m-^mto ± v^mm 
**£.f&+ttwtt. mmrnxmrn^m^-^ bm 

fB<&M«i&ffittM-5¥&£. SftlBfc-lHmc «fc o T«f# 
Sf-C^-TS^at, ffrlEjilSSiSlCilfllB^— 

ii-rs^t, mmmmxmm^mm^m^xmm^- 
—fm^mm^mmf-^imwi-r^^mt, mm 
mmzntz^mife'f-t' zwM-tz>^®t . mm^- 

(12) mm±^--mm^~?zmmi- m 

b mmm^ntc^mr^y 1 -^ b zttm-z-mns 
tszt%%fWt.t-rz>±m (id \z.mm<nmm» 

(13) Mm^—fm&zfcm-tz^mt, mmmmb 
iftmmmtet%mimwttz>*'y hv-{'±xhz>zb 

£#®i-f3±l2 (12) CIB«©S£«„ 

(14) tmQL*m\£tt&ttVibti1t I DS^^^ofifJ 

rt«r#»t-f-5±ia (13) t|B«©S«. 

(is) mmi Dm^tmm&MmizMLx-nmczt 
n : 4-m ^nxts'o , wim&mzis bfc, mm i d#^*5 

bLxm&i-?>^gL%fii-%z.t$:¥fmb-tz±m d 

4) (i3E*©^S 0 

(16) mm^m^y-^^mmmmmxw^fDv 1 - 

5±1B (15) CK«©«flt, 

(17) iria^-^i^iifiE^WJ^-^^m^ 

WJ/tT 1 '-^ ififJfSx-^ • y j-^Yb^Ub L-Xm 

mm 2 ©-r- * -^-^ cifEit-r 5 ^ t . & £ t t^-r 

5 r. b %¥f® b -t -5 J: sE (l 6 ) (ctattwir 

(is) mmm^mcommM. mmmmx-nfrtiz-b 
vvmbi z,tm (17) \c%moymw-« 

(19) HtllH^SJ^-r-^W^tt, fflfeAf0f-r-f?to 

Ti^r b^wmb-rh-tm (is) tteico^go 

(2 0) BfffEftmmC-TfrlES^^^a-rS^SSr^ 
b\c%-rz>z.h%®mb~fZ>±M (19) KfE*©^ 

Mo 

[01] PDAH©-J&ftj/£ !)*- h • f^M^ibft 

[ K 2 ] y h • -i— if • W * 1- t> t -3 

^ T iff m £ tb 5 £r m BJ -T 6 fc & roUfgift 



[13] B2 icm-tv ! s<4 xtio T*?§f5 ic: f> i 

-rssras-t-s y *~ h • isx?j*(omj&mm%i&~mmft) 

[14] E2coy^- h • =L~-f ■ T^-f^^KJJx 
5 * ir y ^ b ± *c a y 7- 4 ft « £ ^f-f ^ H 3 © v- * A 

[0 5 ] 9fSW^±/i h 9 Vif ^ v-g VfF"SJ^%fc 6-f 
J; 5 !-El2©x^^^^|g]3co^^7 l At*fiS1-5S^- 

5„ 

[^^-©Iftfl] 

10 CPU 

1 1 ROM 

1 2 RAM 

13 i/oryy^ 

1 4 iflr/y^ 

1 5 DASD 
1 6 

1 7 =Jr~*"~ F 

18 a— if ■ 4 ^97^ — 7, ■ T¥y°-? 

21 f^^K (r^/K^^D-y) 

2 3 ^g-f • 7.7-4 vt 

25 ^V^X^y^-^-Y^ 

2 7 ^fc°-*joJ;Ut (Sfcil) 7^f^7t> 

2 9 ^k->3y-WrA 

4 0 ^M/ffi-^H^W^fie^n-fe:^ 

4 2 £PP 

4 4 ^mn-ffi-^-si» 

4 5 

4 6 f^-f^IDWct^ 

4 8 

5 0 ^S) 

5 4 m*m- I D*f 

5 6 ^PP 

5 8 iff-f-ftyn-tryf- • r-tr^yy (EPA) 

6 0 ROM 

6 2 ^aiJ^WA/j-fe^if • 7^ ^ 
6 4 
6 6 

6 8 y 

7 0 ffi/8if-^ 

7 2 ^ 

7 4 t'-^^-^ 

7 6 ^cRl 

7 8 ^Rl 

8 0 ^ig^lfeft^T'ni/^ 

8 6 
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IH2] 




l®3] 




88 N 



ID 




CD, K 2 




98^ 




T-fe i/^'J(EPA)© 
ROMI-ID,K.© 






102 







©ID, KjOSefi! 




ID, Kj© 




122 




t-£ *-X(DBl) 
IcSfrftfclD, K 2 
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[05] 



t*;BS¥Kf-J Sag 
• tiff 

■ n& 



138^ 



1«M 



1«T~ 



© 



1" 



164^ 



